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Compliance Reports

The second tab in the Operate-»Compliance form is to show all reports.

Compliance

Dashboard Reports Policies Schedules Licensed nodes

Report template: -
Public Report name:

Report type: -

You'll first be shown a selection window. The first thing you need to do is select the Report type of the
report you want to make. There are four report types:

Nodes: show results per policy, based on a node group.

Nodes with rules: show results per rule, based on a node group.
Policies: show results for all nodes in a policy.

Policies with rules: show results for all nodes in a policy, per rule.

e

For a policy report you need to select a policy. You can type it in by its name and then select it:
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Report template: j
< Public Report name:

Report type: Policies j

Policy name: test ciena %

None @ Conditions Lines All

Policy Node Compliant Severity Summary

test ciena Compliant - Paolicy is compliant due to no applicable rules
test ciena Compliant - Policy is compliant due to no applicable rules
test ciena Compliant - Palicy is compliant due to no applicable rules
test ciena Compliant - Paolicy is compliant due to no applicable rules
test ciena Compliant - Policy is compliant due to no applicable rules
test ciena Compliant - Palicy is compliant due to no applicable rules
test ciena Not compliant Policy failed on '1' of '0' rules

test ciena Compliant - Policy is compliant due to no applicable rules
test ciena Mot compliant Palicy failed on '1' of '0' rules

test ciena Not compliant Palicy failed on '1' of '0' rules

test ciena Not compliant Policy failed on '1' of '0' rules

test ciena Compliant - Palicy is compliant due to no applicable rules
test ciena Compliant - Paolicy is compliant due to no applicable rules
test ciena Compliant - Policy is compliant due to no applicable rules
test ciena Compliant - Palicy is compliant due to no applicable rules
test ciena Compliant - Paolicy is compliant due to no applicable rules
test ciena Compliant - Policy is compliant due to no applicable rules
test ciena Compliant - Palicy is compliant due to no applicable rules
test ciena Compliant - Paolicy is compliant due to no applicable rules
test ciena Compliant - Policy is compliant due to no applicable rules

14 4 1 Yozl w »l 20 items per page 1 - 20 of 29 items

And node reports can be selected by node group. You can filter them by tag on the left input field, and
select it on the right input field:
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Report template:
Public Report name:
Report type: Nodes with rules
Node group: j Cisco_XR

None @ Conditions Lines

Node Vendor

Cisco_XR
Cisco_XR
Cisco_XR
Cisco_XR
Cisco_XR
Cisco_XR
Cisco_XR
Cisco_XR

All

Policy

OPS CEN PE A&B VRRP

OPS CEN PE A&B VRRP

OPS CEN PE A&B VRRP

OPS CEN PE A&B VRRP LAB version
OPS CEN PE A&B VRRP LAB version
OPS CEN PE A&B VRRP LAB version
OPS mgmt vrrp interface description

OPS VRRP General check

> >l 20 items per page

Rule

change state

Master and backup status

valid config

change state

Master and backup status

valid config

uniform vrrp interface description

VRRP state check

Compliant

Compliant
Compliant
Compliant
Compliant
Compliant
Compliant
Compliant

Compliant

Severity

Majar

Major

Major

Major

Critical

1-8of 8 items

A grid will appear containing a preview of all the records that will be matched with these selection
criteria. In the search columns of the preview you can also filter on each of the columns that appear.
and you can save these reports as report templates for future use. A report template can be public,
meaning that other people can use it too, or not, meaning that only you get to see it.

When you click on Show report, you'll get to see all policies or nodes that match your queries. Note
that if there are also nodes that don't fit in your license, they also will not show up in these reports. If
you double click on one of the rows in the preview grid, you get to see the report of that single row.

Compliance rules all have a severity. If you select by policy, and a node is not compliant, it will have
the highest severity of all non-compliant rules (or simply a '-' if the node is compliant).
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Compliance report

Peter (System) of NetYCE

Detail level: MNone Conditions @ Lines All

[“Refresn |

Node Vendor Paolicy Rule Status Severity
switchl HP_C5 JK_TEST-13-11-20 test 3 Not compliant Minor

Rule 'test 3' compliance failure:
Condition 'A' not compliant
Condition line 'interfacel/1/1' in conditien 'A' not found in block '<full_config=' with path '<full_config>"

Rule: test 3
No rule start defined: take the whole config.
A: CommandBlock - <must_centain> : <no_exact_order> : <no_regex>

switchl HP_C5S JK_TEST-13-11-20 test Compliant Minor
switchl HP_C5 JK_TEST-13-11-20 test 2 Compliant Minor
[ Refresn |

In case the policy on this node is compliant you will see a simple confirmation that it is compliant. In
case the policy is not, you will see a detailed breakdown of what is wrong. You can download this
report and save it to your system.

In the case of reports on entire nodes and policies, these reports have the potential to grow quite big.
The detail level allows you to specify how much detail you want to see in your overall report, based on
indentation. 'None' shows as little as possible, 'All' shows everything.

When you click on the download button, you can download a csv-version of this report. The detail
level also is incorporated in this csv version, so with ‘None' you'll just get a list of the main items. With
higher levels you'll also get the report details with each failed entry.

Dashboard

If you want to have a more global overview of compliance, there is the dashboard.

Node compliance: | Failed only

Policy compliance:

. Compliant nodes:
Severity: j
Severity % #
Compliance per policy:
High 10 4
Policy Non compliant nodes  Compliant nodes
Medium 3 1
HP_C7_Policy 1 0 Compliant 13 5
NEWEST_IOS 9 0
NEW_IOS 9 0
__l0S_palic 2 7
—poney Compliant policies:
Severity % #
Medium 13 1
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The compliance dashboard allows you a global overview of the compliance across your whole
environment. The dashboard consists out of three sections.

The top two bars show you an overview of the ratios of compliance for your policies and nodes. The
right green part represents all compliant nodes and policies, and the other sections the non-compliant
ones by severity. You can see the actual percentages when you hover your mouse over the bars.

The two right grids contain the exact information, but in grid form. The percentages can also be found
here, including the exact amount of policies and nodes that have that status, under the '#'-column.

Since in a healthy environment most of the nodes and policies are compliant, the “Failed only”-
checkbox hides these results from the bars and the grid, allowing you a more detailed look at the non-
compliant nodes and policies.

Note that only licensed nodes are counted when compiling the summaries for this dashboard.

The compliance per policy grid gives a quick overview of all of your active policies. Any policy that
does not have any licensed node is not shown. The middle column shows the number of nodes in this
policy that are not compliant. The right column shows the amount that are. You can filter the middle
column on severity to have it only show one particular severity (for example if you want to only see
the policies that nave high risk issues).

API

If you want to retrieve the reports from the api, you can use the following command:

e cmpl_report: Returns your report details in the same way as the report forms.

From:
https://labs-wiki.netyce.com/ - Technical documentation

Permanent link:
https://labs-wiki.netyce.com/doku.php/guides:user:compliance:reports

Last update: 2021/10/22 06:08

Technical documentation - https://labs-wiki.netyce.com/


https://labs-wiki.netyce.com/doku.php/guides:reference:compliance:cmpl_xch#requesting_reports
https://labs-wiki.netyce.com/
https://labs-wiki.netyce.com/doku.php/guides:user:compliance:reports

	Table of Contents
	Compliance Reports
	Dashboard
	API


